We demonstrate a multipartite protocol that utilizes entanglement to securely distribute and reconstruct a quantum state. A secret quantum state is encoded into a tripartite entangled state and distributed to three players. By collaborating together, a majority of the players can reconstruct the state, whilst the remaining player obtains nothing. This (2, 3) threshold quantum state sharing scheme is characterized in terms of fidelity (F), signal transfer (T ) and reconstruction noise (V). We demonstrate a fidelity averaged over all reconstruction permutations of 0.73 ± 0.04, a level achievable only using quantum resources.
INTRODUCTION
In conventional cryptography, secret sharing is a powerful technique which enables a dealer to securely distribute information to multiple players (the recipients) who are not all necessarily trustworthy. Secret sharing techniques have many present-day applications involving the management of cryptographic keys in information networks such as the internet, telecommunication systems and distributed computers. An important class of secret sharing protocols is (k, n) threshold secret sharing, 1 in which a dealer encodes a secret and distributes it to n parties.
Any subset of k players (the access structure) must collaborate to retrieve the secret information; whilst the remaining (n − k) recipients outside the subset (the adversary structure) learn nothing (see Fig. 1 ). Quantum resources allow secret sharing to be extended in two ways: they can guarantee, through the laws of physics, the security of classical information sharing in crypto-communication systems [2] [3] [4] ; and they can extend secret sharing to include the dissemination of quantum states [5] [6] [7] [8] [9] in the context of quantum information science. The second class of protocols, which we term quantum state sharing, have broad ramifications across quantum information science because they establish a secure method to distribute fragile quantum states in an environment in which not all parties can be trusted. 5 Teleported states, quantum computer output states, and quantum keys used for quantum cryptography can all be securely distributed using quantum state sharing. Furthermore quantum state sharing can be used to distribute entanglement over distances and through unreliable channels, and is an enabling step towards quantum error correction.
5
Although quantum secret sharing was originally proposed in the discrete variable regime, 5 all such proposals have so far required qudits (multi-dimensional qubits), the production of which is extremely challenging. However, as Tyc and Sanders proposed, quantum state sharing is feasible in the continuous variable regime utilizing Einstein-Podolsky-Rosen (EPR) states, an experimentally accessible quantum resource. 6, 10, 11 They showed that continuous variable (2, 3) threshold quantum secret sharing could be achieved using quantum resources equivalent to four squeezers; and later that (k, n) threshold quantum secret sharing, in general, could be achieved with those resources. 8 We experimentally demonstrate a (2, 3) threshold quantum state sharing scheme by implementing a novel reconstruction protocol that requires only two squeezers and an electro-optic feed forward loop to reconstruct the secret state. In our scheme, a secret coherent state is encoded into a tripartite entangled state and distributed to three players. We demonstrate that any two of the three players can form an access structure to reconstruct the state. The state reconstruction is characterized in terms of fidelity, signal transfer, and reconstruction noise. These measures show a direct verification of our tripartite continuous variable entanglement. As coherent states form an over-complete basis for all quantum states, arbitrary states can be shared by this scheme. We also demonstrate that by introducing correlated classical noise to the shares the dealer can arbitrarily enhance the security of the quantum secret sharing protocol. This process is equivalent to combining quantum and classical secret sharing in conjunction. The classical component ensures the security of the protocol, whilst the quantum component ensures that quantum features of the secret state are faithfully reconstructed.
THE DEALER PROTOCOL
In this paper we consider quantum states at the frequency sidebands of an electromagnetic field. In the Heisenberg picture of quantum mechanics, a quantum state can be represented by the field annihilation operatorâ = (X + + iX − )/2, whereX ± = X ± + δX ± are the amplitude (+) and phase (-) quadratures, with variances of Figure 2 shows the dealer protocol for the (2, 3) threshold quantum state sharing scheme. The dealer interferes the secret stateâ in with a quadrature entangled beamâ EPR1 on a 1:1 beam splitter. The two beam splitter outputs, and the second entangled beamâ EPR2 form the three shares for distribution to the players in the secret sharing scheme. Such a dealer protocol was first proposed by Tyc and Sanders. 6 We extend their protocol so that both quantum and classical secret sharing protocols can be run in conjunction. The quantum protocol ensures that the quantum mechanical features of the secret state can be reconstructed, while the classical protocol enhances the security of the scheme against attacks from individual players. To facilitate the classical protocol, the dealer encodes correlated noise onto each of the shares. By choosing the exact form of the correlation to coincide with the correlation exhibited by the entangled state the shares can be expressed as
where δN = (δN + +iδN − )/2 represents the Gaussian noise with mean δN ± = 0 and variance (δN ± ) 2 = V N , and * denotes the complex conjugate. Since the encoding noise is known to the dealer, [N + , N − ] = 0. The quadrature entanglement utilized in the dealer protocol can be generated by interfering a pair of squeezed beamŝ a sqz,1 andâ sqz,2 with π/2 relative phase on a 1:1 beam splitter. If the squeezed beams are generated using intra-resonator optical parametric amplification (OPA), the encoding noise can be introduced to each share conveniently by electro-optically modulating the non-linear crystals within the OPA resonators with white noise in a frequency band around the sideband frequency of the secret state. This modulation then provides noise of exactly the form required in Equations (1), (2) and (3).
THE RECONSTRUCTION PROTOCOLS
To reconstruct the secret state, players 1 and 2 (henceforth denoted by {1,2}) need only complete a Mach-Zehnder interferometer, reversing the process used to encode the secret. Choosing the correct relative phase, the output fields from the interferometer areâ
so that the secret state is perfectly reconstructed on the output fieldâ out , independent of the strength of the entanglement. In contrast, successful reconstruction of the secret state for the {2,3} and {1,3} access structures requires more complex protocols as a result of the asymmetry of the two shares involved. We now focus on the experimental techniques to implement this reconstruction process, and methods that can then be used to characterize the success of the process.
In their original proposal Tyc and Sanders 6 suggested using a pair of phase sensitive amplifiers to perform the {2,3} reconstruct protocol. They demonstrated that, in the ideal limit of perfect phase sensitive amplification and perfect entanglement utilized by the dealer, the secret state could be reconstructed without degradation. Their proposal however, requires significant resources: an entangled pair and two phase sensitive amplifiers. Furthermore, the phase sensitive amplifiers must have high non-linearity and precisely controlled gain. High non-linearity can be achieved by using high peak power pulsed light sources, either in Q-switched or mode-locked setups, or by enhancing the optical intensity within optical resonators. However, both of these techniques cause significant coupling of vacuum fields into the state that they are acting on. The pulsed systems often suffer distortion of optical wave fronts in the non-linear medium, resulting in poor optical interference and losses. Whilst the resonators typically couple in vacuum fields via intra-resonator losses, the input coupler, and the second harmonic pump field. As a result, an experimental demonstration of this reconstruction protocol would be extremely difficult using existing technology.
An alternative reconstruction protocol has been proposed, 7 which uses linear optics and electro-optic feed forward rather than the phase sensitive amplifiers as proposed by Tyc and Sanders to reconstruct the secret state for the {2,3} and {1,3} access structures. This reconstruction protocol is shown in Figure 3 . Unlike the {1,2} access structure, the {2,3} and {1,3} access structures cannot simply complete a Mach-Zehnder interferometer to recover the secret state. The Mach-Zehnder worked for {1,2} because the magnitudes of both the entangled state and the encoding noise contributions in shares 1 and 2 are equal. Here for {2,3} and {1,3} the magnitudes of both the entangled state and noise contributions in the shares are not equal. However, by interfering the shares on a beam splitter with a carefully chosen reflectivity, the magnitudes of both the entangled state and noise contributions from the two shares can be equalized on one of the beam splitter outputs. This occurs for a 2/3 reflective beam splitter * , where the amplitude and phase quadratures of the beam splitter output fields are given byX
where the sub-scripts b and c label the two output fields. Both the anti-squeezed quadratures of the squeezed beams and the encoding noise do not appear in the phase quadrature of output b. In the ideal limit of perfect squeezing the phase quadrature of the output field b becomes δX
, so that only the phase quadrature of the secret state appears on this quadrature. Examining the amplitude quadrature of output field b, however, we find that the phase quadratures of the squeezed fields and the encoding noise are present. This occurs because, while the phase quadratures of the entangled beams (and the phase quadrature encoding noise) are directly-correlated, the amplitude quadratures (and the amplitude quadrature encoding noise) are anti-correlated. The amplitude quadrature of beam splitter output field c, however, also contains terms from the anti-squeezed quadratures of the squeezed beams, and from the amplitude quadrature encoding noise. Detecting δX + c , and applying it via electro-optic feedforward with appropriately chosen gain to δX + b , cancels these fluctuations on δX + b . Typically, in feedforward schemes the fluctuations are directly applied to optical fields using optical modulators. This process can be quite inefficient, however, and can be avoided here by divorcing the modulators from field b as shown in Figure 3 . The detected signal from δX + c is applied off-line to a strong local oscillator field. The signal on the local oscillator can then be encoded on output field b using a highly reflective beam splitter as shown in Figure 3 . The efficiency of the process is then determined simply by the beam splitter reflectivity which can be very high, rather than the efficiency of the modulators. The resulting output quadratures are given by δX
, where δX ± LO are the amplitude and phase quadratures of the local oscillator. In the limit of high beam splitter reflectivity quadratures of the output field are δX
and * It is also interesting to consider other beam splitter ratios. Choosing a different ratio is the secret sharing equivalent of moving away from the unity gain regime of quantum teleportation. For simplicity, we do not include an analysis of this situation here.
Assuming no losses, the quadratures of the reconstructed secret can then be expressed as
where g ± = X ± out / X ± in are the optical quadrature gains. The phase quadrature gain g − = 1/ √ 3 is set by the 2:1 beam splitter, whilst the amplitude quadrature gain g + = (1/ √ 3+G/ √ 6) has an additional term which is a function of the electronic feedforward gain G. We refer to the specific gain of g + g − = 1 as the unitary gain point. At unitary gain and in the limit of perfect squeezing, the quadratures of the reconstructed state are given bŷ
Hence this protocol reconstructs a squeezed version of the secret state. The quantum statistics of the secret state can therefore, in the ideal case, be perfectly reconstructed. Of course, in principle the reconstructed state should be of identical form to the input state. This can be achieved here by using a single unitary squeezer. By comparison, the original Tyc and Sanders reconstruction protocol required two unitary squeezers, 6 so that in any case the scheme presented here is significantly less demanding. It should be pointed out, however, that the result of Eqs. (12) and (13) is only possible if quantum resources (i.e. entanglement) are shared between the players in the protocol. The unitary squeezer required to transform the reconstructed state into the same form as the input, on the other hand, requires only local resources and no entanglement. Therefore, it is reasonable to conclude that the essence of the quantum secret sharing reconstruction protocol is contained within the feedforward scheme rather than the unitary transform. For these reasons, we consider that the feedforward scheme in-and-of-itself constitutes a reconstruction protocol for quantum secret sharing. It should also be noted that the squeezing exhibited on the reconstructed state is deterministically known. Therefore, if the quantum secret sharing protocol was utilized within a quantum information network, the squeezing could potentially be taken into account by simply adjusting the alphabet used by the network in subsequent processes; in this situation a unitary squeezer becomes unnecessary.
CHARACTERIZATION OF THE RECONSTRUCTED STATE
We characterize the quality of the state reconstruction for the access and adversary structures using fidelity F = ψ in |ρ out |ψ in , which measures the overlap between the secret and reconstructed quantum states.
14 Whilst the secret state can be arbitrary, we simplify the characterization by assuming that it is a coherent state. Assuming that all fields involved have Gaussian statistics, the fidelity can be expressed in terms of experimentally measurable parameters as
where
For the {1,2} access structure the fidelity can be determined directly; however, for the {2,3} and {1,3} access structures the reconstructed state is not of the same form as the secret state, so a meaningful fidelity measure is not directly obtained. To obtain an accurate measure of the overlap between the secret and reconstructed quantum states, a unitary parametric transformation δX
must be applied to the reconstructed state. This unitary transform can be applied either optically or a posteriori. In the ideal case, the reconstructed state after the unitary parametric operation is δX ± para = δX ± in . It is relatively easy to show that without any entanglement resource the average fidelity achievable for any (k, n) quantum secret sharing scheme at unitary gain and for an infinitely broad set of input states is limited by F (k,n) ave ≤ k/n. For a (2, 3) protocol this reduces to F (2,3) ave = F {1,2} + F {1,3} + F {2,3} /3 ≤ 2/3 where the subscripts i and j in F {i,j} denote the collaborating players. In our scheme, the {1,2} access structure can, in theory, achieve a perfect reconstruction independent of whether entanglement is available to the dealer so that F {1,2} = 1. Since the {1,3} and {2,3} access structures are symmetric we find that, when entanglement is not available to the dealer, the optimum fidelity achievable by each of these structures is F {1,3} = F {2,3} = 1/2. Therefore, assuming that the {1,2} access structure can perform the Mach-Zehnder interferometer required for them to reconstruct the secret state perfectly, the quantum secret sharing protocol is successful if F {1,3} ≥ 1/2 and F {2,3} ≥ 1/2.
We now consider the fidelity for the access structures when entanglement is used in the dealer protocol. Assuming that the reconstruction protocols are operating at unitary gain and that the squeezed beams used by the dealer to generate entanglement have equal squeezing V ± sqz1 = V ± sqz1 = V ± sqz the reconstruction fidelities achievable by each access structure are
F {1,2} is always unity since the secret state reconstruction only requires a simple Mach-Zehnder interferometer, whilst in the ideal limit of perfect entanglement, the fidelity for the remaining two access structures approaches unity. If any entanglement is available to the dealer, the {1,3} and {2,3} access structures can achieve F > 0.5. Hence, quantum secret sharing can be demonstrated with our protocol for any level of squeezing, and can, in theory, be performed perfectly for ideal squeezing.
Fidelity is a single state dependent measure of the efficacy of quantum information protocols. There are alternative measures which provide complementary information about these processes. One obvious technique is to measure the signal transfer to (T ), and the additional noise on (V), the reconstructed state. 15 Such analysis has been used to characterize quantum non-demolition 16 and quantum teleportation experiments. 17 Unlike the fidelity measure, both T and V are invariant to unitary transformations of the reconstructed state. Therefore, for the T and V analysis, an a posteriori unitary transform is not required. The signal transfer is given by
in are the quadrature signal transfer coefficients, with SNR ± being the standard signal-to-noise ratios. The additional noise is given by
are the conditional variances. Experimentally, the signal-to-noise ratios that define T can be obtained from our measured noise spectra (Fig. 4 and 5) , whilst V ± cv can be determined from the output quadrature variance and the optical quadrature gains
. The {1,2} access structure is able to perfectly reconstruct the secret state independent of whether or not the dealer has access to entanglement, V {1,2} = 0 and T {1,2} = 2 can always be achieved. For the {1,3} and {2,3} access structures, assuming that the squeezed beams used by the dealer to generate entanglement have equal squeezing, the signal transfer and additional noise achievable by the access structures are
In the ideal case of perfect entanglement and at unitary gain, the access structures achieve perfect secret reconstruction with T = 2 and V = 0.
Quantum secret sharing schemes require that, not only can the access structure retrieve the secret state, but also that the adversary structure is unable to do so. For the (2, 3) threshold quantum state sharing scheme, the adversary structure corresponds to the individual players. We therefore examine the signal transfer and reconstruction noise for the individual players shares which can be expressed as
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As the squeezing improves, or the level of encoding noise increases, the signal transfer for the access structures decreases, whilst the reconstruction noise increases. We see that, for large squeezing, or large encoding noise, the secret state is completely shrouded from all three players individually.
EXPERIMENTAL RESULTS
In our experiment we use a Nd:YAG laser to produce a 1.2W coherent laser field at 1064nm, 0.8W of which is used to produce 0.4W of frequency doubled light at 532nm in a hemilithic MgO:LiNbO 3 second harmonic generator (SHG). The remaining laser output is spectrally and spatially cleaned using a high finesse mode cleaning cavity. The output from this cavity is used to generate the dealer secret state. The secret state in quantum state sharing schemes can be arbitrary; however, in our experiment we use a displaced sideband coherent state at 6.12MHz, generated using an amplitude and a phase electro-optic modulator. The output from the mode cleaner is also used to produce two amplitude squeezed states, generated in hemilithic MgO:LiNbO 3 optical parametric amplifiers (OPAs) and pumped with 532nm light. The output fields of each OPA are squeezed 4.5 ± 0.2dB below the quantum noise limit. These squeezed beams are interfered on a 1:1 beam splitter with an observed visibility of η sqz1,sqz2 = 0.991±0.002. The beam splitter outputs are EPR entangled and satisfy the wave-function inseparability criterion (δX
11, 13
To enhance the security of the secret state against the adversaries, the coherent quadrature amplitudes of the entangled beams are displaced with Gaussian noise of variance V N = 3.5±0.1dB. Experimentally, this noise can be actively applied using electro-optic modulation techniques, but in our case it is introduced naturally as a result de-coherence in the optical parametric amplifiers. This loss couples vacuum into the output state, resulting in additional noise on the phase quadratures of the amplitude squeezed states. The observed visibilities in our experiment are measured with respect toâ sqz1 . In the dealer protocol,â in is interfered withâ sqz1 with an observed visibility of η sqz1,in = 0.972 ± 0.002. In the {1,2} reconstruction protocol, the observed visibility between the shares, comprised of onlyâ sqz1 , is η share1,share2 = 0.991 ± 0.002, whilst in the {2,3} reconstruction protocol, the observed visibility is η share2,share3 = 0.992 ± 0.006. The secret, adversary and reconstructed quantum states are measured using a homodyne measurement with a local oscillator beam from the mode cleaning cavity. The states are each measured using a configuration of removable mirrors. The total homodyne detection efficiency, η hom = 0.89±0.01, is inferred out of each measurement. This inference ensures accurate results; in the limit of poor homodyne efficiency, all the states measured are vacuum states, corresponding to perfect state reconstruction, which is an obviously incorrect result. . Experimental fidelity for the {2,3} access structure as a function of the product of g + g − . Dashed line: calculated theoretical curve with squeezing of −4.5 dB, added noise of +3.5 dB, electronic noise of −13 dB with respect to the quantum noise limit, and feed forward detector efficiency of 0.93. Solid line and dotted lines: experimental fidelity for the adversary structure and error bar. Grey area highlights the classical boundary for the access structure.
With the {1, 3} and {2, 3} protocols being equivalent, our (2, 3) threshold quantum state sharing scheme is demonstrated through the implementations of the {1, 2} and {2, 3} reconstruction protocols.
9 Figure 4 shows the noise spectra for the {1,2} reconstruction protocol. The corresponding inferred Wigner function standard deviation contours for the secret and reconstructed states are also shown. The fidelity obtained from these noise spectra is F {1,2} = 0.93±0.03 with g + = 0.94±0.01 and g − = 0.97±0.01. For the {1,2} reconstruction protocol the fidelity points are plotted as a function of phase space distance r, between the coherent amplitudes of the secret and reconstructed states, as shown in Figure 4 (d) . Each fidelity point has a non-zero distance due to mode mismatch, optical losses and imperfect phase locking. The corresponding adversary structure {3} has no component of the secret state, and hence gets a fidelity of F {3} = 0. Figure 5 shows an example of the secret and reconstructed state for the {2,3} protocol. In this case, to allow a direct comparison between the secret and reconstructed states, the inferred Wigner function standard deviation contour of the reconstructed state after the a posteriori local unitary parametric operation is also shown. Figure 6 shows the measured fidelity for a range gains. Around the unitary gain point, we achieve a fidelity of F {2,3} = 0.63±0.04 with g + g − = 1.02 ± 0.03. The corresponding adversary structure {1} achieves a fidelity of F {1} = 0.03±0.01.
The quantum nature of our protocol is demonstrated by the fidelity averaged over all the access structures F avg = 0.74±0.02, which exceeds the classical limit F clas avg = 2/3. We also characterize the reconstruction protocols in terms of the signal transfer to and additional noise on the reconstructed state. Figure 7 (inset) shows the experimental T and V points for the {1,2} protocol. We measure a best state reconstruction of T {1,2} = 1.77 ± 0.05 and V {1,2} = 0.01 ± 0.01. Both of these values are close to state reconstruction of T = 2 and V = 0, being degraded only by optical losses and experimental inefficiencies. Figure 7 shows the points for the {2,3} protocol for a range of gains. The points for the corresponding adversary structure {1} are also shown The majority of the experimental points are in agreement with the theoretical prediction, with the discrepancies accountable for by drifts in our control system. The accessible region for the {2,3} protocol without entanglement is illustrated by the shaded region. The quantum nature of the state reconstruction is demonstrated by the experimental points which exceed this classical region. For the {2,3} protocol we measure a lowest reconstruction noise of V {2,3} = 0.46 ± 0.08 and a largest signal transfer of T {2,3} = 1.03 ± 0.05. Points with T > 1 exceed the information cloning limit 17 and demonstrate that the {2,3} protocol has better access to information encoded on the secret state than any other parties. The corresponding adversary structure obtains a mean T {1} = 0.41 ± 0.01 and V {1} = 3.70 ± 0.08. The separation of the adversary structure T and V points from . Experimental signal transfer (T ) and additional noise (V) for the {2,3} access structure (light grey circles), and the adversary structure (dark grey diamonds). Solid line: calculated theoretical curve for varying gain with same parameters as in Figure 6 . Triangle symbol: unitary gain point for the {2,3} access structure. Square symbol: calculated theoretical point for the adversary structure. Grey area: the classical region for the {2,3} access structure. (inset) Experimental T and V for the {1,2} access structure (light grey circles) and the theoretical point (black circles).
that of the {2,3} protocol in Figure 7 illustrates that in such a protocol the access structure performs far better than any adversary structure.
CONCLUSION
Our experimental demonstration of (2, 3) threshold quantum state sharing is the first application of continuous variable tripartite entanglement. Furthermore, it has been shown that a (2, 3) threshold quantum state sharing is extendable to an arbitrary (k, n) scheme, without a corresponding scale-up of the required quantum resources.
8
This implementation of quantum state sharing broadens the scope of quantum information networks allowing quantum communication between multiple nodes, whilst providing security against malicious parties or node and channel failures in the network. Teleported states, quantum computer output states, and quantum keys used for quantum cryptography can all be securely distributed using quantum state sharing.
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